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Top Democrat's emails hacked by

Russia after aide made typo, How the Russians broke into the

investigation finds Democrats’ email, and how it could
— have been avoided

In the run-up to the US election, aide to John Podesta spotted gy g S g i gy

phishing email but flagged it as ‘legitimate’ instead of “illegitimate’ R S s - RO A A =

@ == cf W in o=

KEY * The Russienz used “spearphizhing,” which storts with a phony emai to o “big fizh™
POINTS who iz likely to heve accesz to the most sensitive informetion

Experts zay the DNC could have done much more in terms of educating employees
sbout “basic cyber hygiene™

TRENDING NOW
* The Russisns wers able 1o keep operating even after the DNC got a security firm
irvolved. Parents who raise kids
with high emoticaal
intelligence never use 3
phrases: Harvard
neuroscience expert

I LLE

6S-year-cid hos spent 30
| yeors ot the same
company oz an engineer.
cven without a comlepe
degree—thiz Iz hiz one
regret
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33-yeer-cid whoze
backyerd sice hustie
brought In nearty

$20,000 In & month:
“Anyone can do this®

Russian hackers were able to access thousands of emails from a top-ranking
Democrat after an aide typed the word “legitimate™ instead of “illegitimate™
by mistake, an investigation by the New York Times has found.

This coupie bullt a $40
mimon ice cream
company. then ‘lost
everything'—how they're
rebuliding

The revelation gives further credence to the CIA’s finding last week that the
Kremlin deliberately intervened in the US presidential election to help
Donald Trump. The president-elect has angrily denied the CIA’s assessment,
calling it “ridiculous™. | oe

Depity Aticmey Generst Rod holcs & news - the of Justice Juty 13, 2043 in Washington, DC
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1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu

— * IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT * —

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additicnally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL
IP address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

k> TP address for the POST back in Harvester/Tabnabbing [
SET supports both HTTP and HTTPS
Example: http://www.thisisafakesite.com

ebat <> Enter the url to clone:http://altoromutual.com/login.jsp

*] Cloning the website: http://altoromutual.com/login.jsp
*] This could take a little bit..
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KaliLinux & KaliTools © KaliDocs ~ KaliForums @ KaliNetHunter « Bxploit-DB  Google HackingDB 1! OffSec [JOSINT 99) Return to Webattack Menu

The site http://altoromutual.com/login.jsp has moved, click here to go t
the new

ed to place the
Ly, if you

HTTP/1.1" 200 -
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this works is by cloning a site and looking for form fields to
. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additiomally, really
important:

KaliLinux g8 Kali Tools * KaliDocs  KaliForums ¥ Kali Nettunter & Exploit-DB % GoogleHacking DB | OffSec [J0SINT

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL -
IP address below, not your NAT address. Additiomally, if you don't know - - -
; - T

basic netwarking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT IP address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don’t spe al nal IP address if you are using
this from an external perpective, it will not work. This isn't a SET issue
this is how networking works.

> IP address for the POST back in Har /Tabnabbing [192.168.41.105

£/2023 13:57:08] "POST /doLogin HTTP/
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that this works is by cloning a site and looking for form fields to
the POST fields are not usual methods for posting forms this
ms to

The w;
rewri
could fail. If it does, you can always save the HTML, rewrite th
be standard forms and use the "IMPORT" feature. Additiomally, really

important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL

IP address below, not your NAT address. Additiomally, if you don't know
networking concepts, and you have a private IP address, you will
need to do port forwarding to your NAT address from your external IP
address. A browser doesns't know how to communicate with a private IP
address, so if you don’t spe al nal IP address if you are using
this from a , it will not work. This isn't a SET issue
this is how

pnabbing [192.168.41.1

set: > IP address for the POST back in Ha
SET supports both HTTP and HTTPS
Example: ht wwi . thisisafakesite.com

the url to clone:htt|

//altoromutual.com/login. jsp

127.0.0.1
127.0.0.1

127.0.0.1 - - [3Y/




SQL Injection

Atak GhostShell — hakerzy z grupy APT Team GhostShell zaatakowali 53 uniwersytety,
uzywajac wstrzykniecia SQL, a nastepnie ukradli i opublikowali 36 000 danych osobowych
nalezacych do studentéw, wykladowcow i pracownikow.

Rzad turecki —grupa APT, kolektyw RedHack, wykorzystat wstrzykniecie SQL do
wlamania sie na strone internetowa tureckiego rzadu i usuniecia dtugéw wobec agencji
rzadowych.

Wilamanie do 7-Eleven — zesp6t napastnikow wykorzystat wstrzykiwanie SQL do penetracji
systemow korporacyjnych kilku firm, przede wszystkim sieci detalicznej 7-Eleven, kradnac
130 milionéw numeréw kart kredytowych.

Naruszenie HBGary — hakerzy powigzani z grupa aktywistow Anonymous wykorzystali
SQL Injection do usuniecia strony internetowej firmy zajmujacej si¢ bezpieczeristwem IT.
Atak byl odpowiedzig na ogloszenie przez dyrektora generalnego HBGary informacji, ze zna
nazwiska cztonkéw organizacji Anonymous.



SQL Injection

User-1d: | administrator

Password: | mojehaslo

select * from Users where user_id="administrator
and passwort="mojehaslo’

User-ld: |'"OR 1=1;/*

Password: | */--

select * from Users where user_id=""0R 1=1;/*

and password="¥/--'




SQL Injection

AltoroMutual »

W ONLINE BANKING LOGIN PERSONAL SMALL BUSINESS | INSIDE ALTORO MUTUAL

PERSONAL

+ Deposit Product Online Banking Login
» Checking

: 7&“2 Products Login Failed: We're sorry, but this username or password was not found in our system. Please try
s« Lards .
« Investments & Insurance again.
» Other Servic

SMALL BUSINESS Usernamea: || |

* DepositProducts I

| Login |

= Insurance
» Retirement

» Other Services

INSIDE ALTORO MUTUAL
» About Us
« Contact Us
= Locations
» Investor Relstions
= Press Room
v Careers

» Subscribe

This web application is open source! G ub and take advantage of advanced Features

H
The Altoro] website is published by IBM Corporation for the sole purpose of demonstrating the effectiveness of IBM products in detecting web application vulnerabilities and website defects. This site is not a real banking site. Similarities, if any, to third

party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied. IBM does not assume any risk in relation to your use of this website. For more information, please go to




QL Injection

AltoroMutual

—

= ONLINE BANKING LOGIN PERSONAL SMALL BUSIMESS | INGIDE ALTORO MUTUAL

PERSOMNAL - . .
e Online Banking Login

» Checking
» Loan Products
+ Cards Username: adm
ments & Insurance
Passviord:

+ Deposit Products

+ Lending Services

+ Cards

» Insurancs

» Betirement
Other Sarv

INSIDE ALTORO MUTUAL

Press Room
Careers

Subscribe

Security ement Server Status Check | S I 3 Altoro Mutual, Inc. t your fr b and take advantage of advanced features

The Altora] website is published by I8M Corporation for the sole purpose of demonstrating the effectiveness of IBM products in detecting web application vulnerabilities and website dafects. This site is not 2 real banking site. Similarities, if any,
party products and/or websites are purely coincidental. This site is provided "as is" without warranty of any kind, either express or implied. 1BM does not assume any risk in relation to your use of this website. For more information, plea

Jibm.com e/products/us/en/subcategory/SWI10,




QL Injection

AltoroMutual » b T

m MY ACCOUNT | PERSOMNAL

SMALL BUSINESS ‘ INSIDE ALTORO MUTUAL
I WANT TO ...

Y — Hello Admin User

Welcome to Altoro Mutual Cnline.

Customize Site Language View Account Details:

[ 800000 Corporate v|[  co

ADMINISTRATION

i 1
+ Edit Users Congratulations!

You have been pre-zpproved for an Altoro Gold Visa with a cradit limit of $10000!

Click Here to apphy

Security Statement r Status Check | RESTARI | @

2 Altoro Mutual, Inc.

This web application is open sourcel Get your co, and take advantage of advanced features

The Altoro] website is published by I8M Corporation for the =
i products andfor web:
142.ibm.comy/'so

purpose of demaonstrating the effectiveness of 18M products in detecting web application vulnerabilities and website defects, This sit= is not 2 real banking site, Similarities, i to third party
tes are pursly coinc . This site is provided "as is” without warranty of any kind, either express or implied. 18M does not assume any risk in relation to your use of this website. For more information, please go to hito://wy

pyright @ 2008, 2023, IBM Corporation, All rights reserved,




DEEPFAKE - nowa metoda kradziezy tozsamosci??
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Category - Celebrity Deepfakes

1 |

How to Make a Natalie How to Make a Brad Pitt How to Make a Gal Gadot
Portman Deepfake Deepfake Deepfake

=
Jordan Peele created this fake video of President'
Obama to demonstrate how easy it was to put e

@DEEPFAKESW“ Celebrity Deepfakes Premium Signup Login  H#Z English Source Actor

Online Deepfake Maker

Deepfake App to swap faces using Al.
= ¥ A : »
Create a Deepfake Video J >

Reenactment Result




Dziekuje za uwage-

Kontakt:

Michat Podbielski
m.podbielski@wspol.edu.pl
michal-podbielski@wp.pl
Tel. 534994 216
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